CN@GERT/CC
=| 3% B EC I v R Py

CNCERTEENZ £ Rk &

2019 £ 4 B BE.5E 100 A
t @) - 2 -
HE .

FKRELA CNCERT MilEEFNIEIRA R B AIREEIR F AT EMIE | X9
EEERNEIRNSRR B TRARSE O N EEREEE MR e
SHHITIR.
2019 £ 4 B , BEENNEZ SRR AR, TEEIEAT -
> RRRSRMERSIRIRENTIHR
> RAWRERLEE/7,0831 , HPRENBUTMILEE 9851 | 15
BN JRIMLEEE /94,4851 , ERBUFMUEES571 ; $HHER
RIuERH ETREENE /98,9441 ;

> EXREERERAHEZEFE (CNVD ) EEHER A SR £mR881
1. B, BEiRE3331 , IHAAkRSETiE N EARAA 8011,

HERERTE  +8610 82990999 ( HA3Z ), 82991000 ( T&IZ ) {EE : +8610 82990399
EBF#Rf4E : cncert@cert.org.cn

PGP Key : http://www.cert.org.cn/cncert.asc

RILE : http://www.cert.org.cn/


http://www.cert.org.cn/cncert.asc
http://www.cert.org.cn/

| K HLE R R o WWw.cert.org.cn

XTEREBERMNZAH L ( CNCERT )

EZR G BN R S A OEESRTTEN SN S5 AR IRINE FORIEFR ( ZEEFR
33 CNCERT & CNCERT/CC ) , FR3ZTF 2002 £ 9 B , FAEBUFIERFINIMR LR
Ay, BEEMNEZ SNSRI OB AEE,

2003 £F , CNCERT £#£E 31 1M E (BE™. BiaK ) Bzn=ilb. {FAEZRSR
Ry , CNCERT RUFEERERR | BB FURTIRG. RATAIL. BuRIELL, JIfRI%
S 055  ARERMNELEEHTE. &3, MEMMELESTIIE , i
ERAHEENEZE , (REEEMEENESIIEEEERANLZRIET.

CNCERT g9MVSZ8E0U0F -

HHERM KT A HBEEMMNEZ2ENTFE” , FREEMERME. S8t
IBSSERERRASR. BilEBEMRSRERE. IBEBRERISESZEEHNETEN.
ERETSERIESTEKERTHIRBIIEERE |, URBEHRRIE,. EH. BF
HBfE. LGSR E NP RINE T e SR EESTHRE AT EIERAFIM
LS,

ZEiR— KT ELIERRENGS DTS REENERIRE , LIMMER
SRMODITINE., NELZ2SHNERNER. ZUMNEZSNRSEDIE , A
R BEAAREEERMNMELZESHERER. MNELERATRREEHEZERS.

RS E —xFBEAIFHERKRINGERANEHRS  CNCERT KATIMEL
FRURMEALE | ERCENSHEIE | HInEERME TSN, KRERCEE
BEAMAFIES. SREZEMASR IFEEEERANSY. BRRIFEREAE
WA, URIESINE R R AR R LR T2,

MG ——EANBZ 2N, PENETIE | RE<TERE | RSt
RN, ARIZRS L. FUBRER. AIEASE. IRZAYFIRT |, IRIREXRIRENE
FFERI]. BB AR ML 2TENIRSS . CNCERT R ARIBSME LSRR NESIE |
258 EMINE BN 2R RFINERNRHIE.

B, (EAFEIEFRNFEEFENELZEEHERGCEMINEESO ,
CNCERT FRtRFFRERSE B T IEM R L 2 AR MA AL E
%], CNCERT HEREBMNBLEESIEAL FIRST ERKRURT AN 2ER
APCERT f&#BAZ—. BiZE 2018 £F 12 B , CNCERT 5 76 NEFRFOMXAY 233 NME
ZHENT 7 “CNCERT ERRE1FIKE XK.




| K HLE R R o WWw.cert.org.cn

MR X &% 52 3% 75 BF

(CNCERT BEAMZERIFMRE ) ( LUNEIR MRS ) AESRITET NS SR
BihiE ( BFREREREMM =R , CNCERT & CNCERT/CC ) HIEEFF4) , B
CNCERT #RHIFHAEMAY, REFIUERES IFASIICERLL | BRI tER
g, AREEIFIRIFIEH CNCERT HTEIE , K42 CNCERT @R , {H{a/sfE,
PMANEENREUNREFABE LA TEMAEE,

CNCERT ADHRIEARSAVEREAIIRY  HHrER. 3R, BRFHESE ,
MERIEAN NBE R SR ERRAMKYE CNCERT FNEBSIFERAT—IIE R ST,

mE
RSHBFTE (CNCERT BEAMZ2EHES) , NRBEMPIRSEEIMMRE | 58
REISHEAIEAER , FESHeik) : cncert@cert.org.cn,



mailto:cncert@cert.rog.cn

] K HLE R R o WWW.cert.org.cn

KAMBLEEESE DM

2019 F 4 B , EERRMNMBLZERREMTN AR, REEMM
LB(TRATRS , BEAN & TSI UHEIRER | RRERKIAL
MEZEEM. EREERMNESTERNETHHE  ARESEEFEFE
HARSS RS 1P HEULENE. IRARSRADEEFEFR IP tiEE. =
FREIRRAY 1P HUEE. RRRESINUGEE. WENGIRLG
HE. HEMEHEFR EAEEK At SNELEHHHE
IWEAREREERTE, JYAL , 4 BAREERMMELESHERLER
BRI TN TEEERAYXIE,

BN L2

2019 % 4 B , HEEMNBIETRIAFR , BN ETFNEIN
WUSIREE S RHEIMERI TR EANERRR A NNRIEAT ML
BITHE | RKEREBALEWNELZEEH

EEBMNERRERS

£ WNETEN BRSNS 85 4, 5ER
65 AMELLEFF 30.8% PR ARSAILLAIER 5.3% FHER) 1.2% ;
B BRRESREN G JA0EER 57 1, SLAK 35 M T
62.9% , (EEPIHRIENE IRSAOELHIE 1.1% EFHE 1.9%, 1S
RIS E TR R 8,944 4 , B EBHY 8,144 4 EFt 9.8%,
RIEERRBELEFA (CNVD' ) HHIWBLET 2,038 B REE
BRFES IARSRST. RNSEEERRAM UREE. S5, A%
P, BESEXTRRSL.

iE1 1 CNVD 2 CNCERT XEENERER RS R, EiBEzER. MERel B, B
BRIV ERZERREREZNRE BOhTENERE—RIERE
SRAKEE. R, WIE. DITENSLEAR.

1



] K HLE R R o WWW.cert.org.cn

NHMFIMRER S

2019 F 4 B , #RYE CNCERT VSR , EGBKMMEZ S
NETEIRIRERNT | MEFES ENBERSHE , ERERMLER
SHREEN 79 HRA , REBEK 15.2%, MitLeAmH , BR
HWEIuLEIE ST 7,083 4, R BB 480.6% ; IEAWIBENGJRY
MUEIE S 4,485 1, 1 BIEK 35.3% ; FRHENMLLAAERE
FEN 8,944 1, REBKEK 9.8%, ZLIwHEAE , 48 CNVD #
WEEIREE R LR 881 1 , REB T 22.2%, HAEEHRK
i@ 3331, 1R E BTRE 2.9% ; el SR SCiEimfR IR AYIRIRE 801
A R EBTRE 20.0%, SBEZIESHE , CNCERT #HEINEZEE
RS 8,722 14 R EA T 2.4% , Y EZRZND IR TREFEE
142,544 14, TRIESEEM 2,404 1, SH0IEFHE , CNCERT ME T
MEL e 8,714 1  HERSHID BN E LS 2,545 14,
B EBAREETEFASEE 1 2,406 14,

2 —RIERT , TEABREERERNIBRT  EERRSPRE. TUTLUAZEIR
IESERRERF. BF  NERSRAFEEMNSBEBETAIESNE. 4 B, CNCERT £
SFERA IR THEIEAT | X3 551 MRS SRR 83 FMEFTERra IR T 7 el

2



] K HLE R R o WWW.cert.org.cn

AAMFZLEEEEZHIE

& MEHFETENBIED W

2019 £F 4 B , BAREENERENZIREN 79 AR, H,
IZA 51 BRA 1P #EE A FEEASEEFEERES , S EAK
48 FRMEEL LT 6.2%,

> KB E & wm MEE b

2019 4 B , 1B 51 AR IP S AENEADSEFTE
=l | gt X o E =N IETEE. | F&.
IhE.

AEEERMEIEHIIRSES 1P B209 13,997 4. HA  IEAARS
HEFPEFSFIIRSGSE 1P 1,827 (N R R S HEERZEI=M
DRAIERE. [Ina. tEm. BINKEEEFPEFEHIRSSRS IP
B 12,170 4~ , EEpHTEE. FIBA=MFPEFSE. H+ , F=
Bz HIRSS ssfeh 71RM 315,198 NEHL IP , FHBRARE 1P £7
EEREM , RERMTFHESENEEL 1P il , S3HEH TR
80,414 /NF1 79,876 NEF IP,

> B BRI e b W E BT

2019 FF 4 B , CNCERT ERX BRI THEEHEEE. &=l
BN B FE R BB EERERH IO A RETR
TEFHEA 533 4 | BRIIEBETEREFEAR 507 1 |, EEFBEEER
FEFFEFA 181 14N,

2019 5 4 B , CNCERT mNAMIE. AN, THF¥E. =F
EEERREEIR TN EERMNEEIER 169 1N, XL EELX
SREFRITABRESRL  RIRTHARNEEEFRMERSM(A



] K HLE R R o WWW.cert.org.cn
29.0%) , RERIHFES (5 28.4% ). BEIRHIFSE ( 5 27.8% ) DHIHE_.
=1

> PSRN IET

KRR B R — P RSESS | 1582 h A ERARIM L
B M IESNATHITERE. SFELERBEIAFENER 7IX
LR ERIEDHNLE | ST SRPEBPERREEREZ NS
Bk R N LRI ES .

MBHFSEEBRIEY FEEEF PR MRS, 2019
F 4 B ,CNCERT 5N AMAIM St =+ B2 ipnts g
14,538 M , B IP EEAARIHDSRE 11,013 4™ IP, £ 14,538
MNEDuhigET |, FEREMEERE 4,695 4 (29045 32.3% ),
TFIRINEMAVEZ D 3,553 1N ( £94 24.4% ), IS ubmRIEEZATEIR

g2 HER R 5 MAIBEMRERUNRA.
F 2019 £ 4 BiERREES AT BT

% I(ﬁ?:f? %5 TEENE
1 .COM HH T84 (gTLD) 6658
9 .CN E K IR 44 (ccTLD) 1758
3 10 WA (gTLD) 764
4 NET HH T4 (gTLD) 667
5 JP WAk (gTLD) 536

& MULLZEHED

> AR RIS

2019 F 4 B | SR E U RIELE S 7,083 4 |, AR MG
HERWX D HHRRI =D BIRICET. TREHLERE. KW
uhRBIGT |, HENMHMERZHIE COM 22Kl , HEZ Al
Muh ; EEFENE | HEKAY.CoV IHEEMIE 85 1, BN
WERSRIELHIA 1.2%,



] K HLE R R o WWW.cert.org.cn

> BRI RIEAN G TIER

2019 FF 4 B | ImBBENGIJBIMLEEIE /9 4,485 1 |, IRATHIE
NENHNE g SR X o mRAFZR =S BIRItRET. TFRE.
ANIE. RMULRESTT  WIENGJHERZHIZE COM 155 2K
uf , HEZ R ; BEETFENE  SIENSIR.GOV &3
RuLE 57 4, SIEAEIENGIRUEAIELEA 1.3%.

2019 &F 4 B , 184b 3,513 /N IP HUb@ITENG IXHER 4,302
MNuESChEmAEEsl, B, 350 1P it FETFEE. FEES
IS E RS, MAEH 1P HHESEN G TEHIE R R
HEXE KEEER IPHIFHEIER 1,111 MRSTEAN T A 1ERF |
AEWiEEREN ; DXEREPFEEEMFTINK P ik , o
BUrAIEA 931 NF 357 NGB T fBI 2R,

> BRI E g
20195 4 B CNCERT RIS NZEI$HXHER MuLAIA E TREA 8,944

N ERIER 2,410 4, 1P bt 1,237 4N, 1EIX 1,237 DN IP HR L 92.7%
TR, EEMATHEFHBEE.
¢ REBEDH

2019 F 4 B , CNVD INEEEIBERE R KL LilwiA 881 1. HA ,
=iEimiE 333 1, AHF FRIETENERRES so1 1. ZE
BUERERE R ST raEFE Adobe, Apple. CloudBees, Cybozu, Google,
IBM. Microsoft, Oracle &,

RiERERMXISRAIEE | KETS AMARER. WEB M.
BERS. WEIRE ( . BHRIENEWmEE \ T2~ fm (W
BakiE. ANERNRSKE ) HEEENSHEIRE ( WEANZ iR )
miE. AH CNVD WEEEERYRAY |, RS mHEERI =
BN EfEFRIE. WEB NARRE. BERARRE.



] K HLE R R o WWW.cert.org.cn

¢ NELZESHERELERR

> BIHENES

2019 §F 4 B , CNCERT WZIERSMESEEFHR., AeerEia. K
UhiRAE. ERSFHIIRSHINGZ S 8,722 4 ( GH T BEAE
HIRENE—NELES M | BEASREIIRABREHMEEH )
HepskBEIMIEHRSS 68 4.

£ 8,722 SRS |, HFRRI=UNR 2D B2 ERERF.
miE. REE.,

> FEHLEER

SNERINEBSE TR, ReEih, FREFHIIRGHMERZE
=4 IR BEENAMAIME L 254, CNCERT BHRIESHAHY
FBCEFIFEEE. PRAFPNERFEE | mEEESAH T
4L1E,

2019 F£ 4 B , CNCERT LIRBE o ROHRENENIETY 8,714 &2
54, HPMIAER. BalERNESERSE. JHRNAEES
RS ER .



[ 5 IR s Www.cert.org.cn
B« RIBERERR
o ERRERE
EEERZIEHRITTENEG. Y. NEMNBEREEFHMNLAGNIEREEM
iR BENNERES,
o T
REEEERAFRIRY. BESEEMY P FEREENESNES |
MNIAEREEFERENNER MARSEIAESR , SBEERRHIRLZEX
b,
o TEiERF
TEEFEIEEREFENNER T  AEERARPRE. BUTLUARIRIES
BHHER., EEEFDRRBENT
1. ¥E&EAS ( Trojan Horse )
FIEHAARD (BRAS )) RUSHARPTAGE  EERTEEHIAR
ITENAEERNNESERE. BTE&EE—EENBFER , 5
FPH ARG AR +TDEIL , EMEREARS, ZRINEE  ADERA
H—E0H  BEARDS, MIBADY HEAD, TEEHAD . KE
AL THREADSTHEAS LA,
2. 8P/ (Bot)
EBFEFERTHEAMRENEFEErEENE. ZREREESHD
W, BFEFREH—ES | IRC EFER. Hitp EFER. P2pP EF
EFRIHEEFERIUE,
3. #£H (Worm)
IEREIERBEREH,ZEE  LIGBRRFENMERFEATEBNN
TR, RBERER  BRAHE—LD  iMHER. BIERS

i3 . EEADEATHRAFETIRE. MEREKSHIAS.,

T4 MIRASEATHBAFRMER. IEBFFERSHAS.

15 | RS ERTHER P TSRS S SRS,

116  TEHTHASRARNESFRENEGENEIERIIR | FressE A =Rr AR,
17 . MEMADERTHEAFNENSHRER N EE I LRAIAD,

18 | THEARSERT MESTEMBEIBEFENAET LA —E=RP RIS,

7



] K HLE R R o WWW.cert.org.cn

R, URER, mEMABRRINECERRE,

4. /5 ( Virus)
FEEEERRITENIX A TER | LIS EN AR | &G
BRARIEEZTHETERRIEEAMS.

LirpREEREHEETENE.
fEERE TR R | BEM_EHMA—EEREEBE RS Lt
DERPNSEVERIENRAG R | ATMAR. Wi, Bl R
BUBHNEERERSR DIAE NHTIA,
° EFKLE
EFMNERKESETEHRIENS AR RRssnEd—x%
Han < Szt EERNERASHEFEFNETRITERESITA AE
RIS BAnkubt i T B BIRS D | BURKIERERINARERMY: | BT 12
b %,
o EBIRSULE
BERFHEEAE—BNERRARAEEENYEE BT ER LR
1, AR BR R Sef= LR AR SS .

® MIEY

MIIENEEERIARERNIAAS (ENuETCAER TIESHIEREA
FOFEEEEMITAEA.

® KB

M THE REITMIESHE—Binkub S EARURITIE (AFREIEML ), 7
BELARIRERE, BIRSIIR. FHRESMIER &S VAKIERMREETH
RETMRIEERIEER | FBIRAFERIERYL , LERERP N AREEE (20

RITIKSTIRFZERS ),

® NIEL

MTHEDREEENR RN SRS BERPITETEREiZR
AR HEIENEERB.

® [ubf5i]

MusiE IS MR IEREEMUEAYTE B R L TieH I MM eetEE

8



] K HLE R R o WWW.cert.org.cn

W R EE A i Hl M uha R 55 s I R S4.

o IR

WAREMERGAFTENER (BERREBEKRT S ) REERSKEEA.
8  (—) WHARRRBRIERSERTRIR &, BFTH. S
ANECRSFERMRIRBFERMG (= ) WHEATEERRIEFEMY (=) B
RIEANBG, ik, RERSFERAIE MG () SBERIEREIR. RIEA.

BHRSSERE TR,
o IHFiNE
IS EE T A RS R E XU 2 RS 88 L ROEUE EERFE

GBI ARHREIER 1P kel E R RIERE.

o IRFNAA

RN ARIRE LRI A LAFIESRFEGHIEURER. RN
BEM—RAREEFERINGEERERSY  EEFRENINRREFBERF

( Exploit ) EREUSBARSHIAINR.

o TEINEIKEEIER

ERPANIBEARENIER T RS RRAETRE. IETLUAEIARIE
SBR BEABEREFRBXEHEMTARNTHIIT . R EREGER .



