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1. SeaCMS fRASHATHRIA (CNVD-2024-37605)

L rall 5%

SeaCMS 21 CMS (SeaCMS) 22wl [ — &AM PHP 4 5 19 3% . THE MM A
BEHE RS ZRGEEG R R B S R .

SeaCMS 13.0 fRAAFTEARFL AT Uil , ZJRIFYE T admin_editplayer.php X} SCF 9w
PR AT Ap g, Mo Al A iR IR 3 U E S A AT

BEE R

POC #E#%: https://gitee.com/fushuling/cve/blob/master/SeaCMS%20V13%20admin_ed
itplayer.php%20code%20injection.md
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1. Apache 88 T <81 OFBiz mBEAEHATIRRA
Apache CVEE HITIH OFBiz (Open For Business) At — ™ 5 % 4R ,
IR A B fo VT 1E 5 % B iY) Linux A1 Windows Al 45 2% EHUTAEEARED

SRS, https://www.bleepingcomputer.com/news/security/apache-fixes-critical-ofbiz

-remote-code-execution-vulnerability/

2. LiteSpeed BRH ™ EJFIF, FAEEE 600 /7 WordPress Puh 8 Bk
it H, Patchstack f¥) Rafie Muhammad 7£ LiteSpeed Cache 4+ &I 17— ™ Hi

12


https://gitee.com/fushuling/cve/blob/master/SeaCMS%20V13%20admin_editplayer.php%20code%20injection.md
https://gitee.com/fushuling/cve/blob/master/SeaCMS%20V13%20admin_editplayer.php%20code%20injection.md
https://www.cnvd.org.cn/flaw/show/CNVD-2024-37605
https://www.bleepingcomputer.com/news/security/apache-fixes-critical-ofbiz-remote-code-execution-vulnerability/
https://www.bleepingcomputer.com/news/security/apache-fixes-critical-ofbiz-remote-code-execution-vulnerability/
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FHEERE: https://www.bleepingcomputer.com/news/security/litespeed-cache-bug-expos

es-6-million-wordpress-sites-to-takeover-attacks/
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https://www.bleepingcomputer.com/news/security/litespeed-cache-bug-exposes-6-million-wordpress-sites-to-takeover-attacks/
https://www.bleepingcomputer.com/news/security/litespeed-cache-bug-exposes-6-million-wordpress-sites-to-takeover-attacks/

