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https://www.dell.com/support/kbdoc/

CNVD-2024 | Dell OS10 Networking Switc
-11520 hes 15 J2.71tt £ I i

D
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https://www.cnvd.org.cn/flaw/show/CNVD-2024-11160
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11161
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11162
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11163
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11164
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11165
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11166
https://www.cnvd.org.cn/flaw/show/CNVD-2024-11167
https://www.cnvd.org.cn/flaw/show/CNVD-2024-12209
https://www.cnvd.org.cn/flaw/show/CNVD-2024-12209
http://www.cnvd.org.cn/flaw/list

en-us/000216584/dsa-2023-124-secur
ity-update-for-dell-smartfabric-0s10-
multiple-vulnerabilities
J RO KRA TINEBERER, ER
CNVD-2024 | Adobe FrameMaker Publishi | _,_ Hﬂt?&_ﬂﬁ%ﬁ : .
11671 ng Server £ H 5 I = https.//helpx.adobe.cor'n/s?curlty/prod
ucts/framemaker-publishing-server/a
psb24-10.html
JE KA T INRBEERE, B X
CNVD-2024 | Adobe Audition HEZZ X | . INPSELFIE
-11670 HIEIA (CNVD-2024-11670) | https://helpx.adobe.com/security/prod
ucts/audition/apsb24-11.html
] RA T IWIRBEERET, Bk
CNVD-2024 Adobe “Subs‘tar‘wce 3D Painter N INF IV B : _
11673 2% i X v R (CNVD-202 | 1= https://helpx.adobe.com/security/prod
4-11673) ucts/substance3d_painter/apsb24-04.
html
. . JECRA TR ERER, &
IBM Security Guardium #{F oo
CNVD-2024 |z hetn 41 IR (ONVD-2 | | 1o Eite
-11735 024-11735) https://www.ibm.com/support/pages/
node/6964516
HAT) w SR A THRAN T LB S it
CNVD-2024 | IBM Security Verify Access | g, AT RIS .
-11743 5 AT 2 ] R e ™ https://www.ibm.com/support/pages/
node/7114419
J B e RA TR R, &
CNVD-2024 | IBM Operational Decision M | . NP SEL R R
-11740 anager fH5 7] &t g il ™ https://www.ibm.com/support/pages/
node/7112382
NG R, Adobe R EEAEAE 2 NI, B TR P R TR SR IUEURAE B
ERG EPATHEEND, S HEF B, ok, Dell. IBM. Microsoft % £ 7™

AR A AR 2 AN Bk R R R TR A

T I
IE4E 1)

REURIOE B, 7 R G T (ER

L, SEARHBRA %, SEEFEARSEE. 4, D-Link GO-RT-AC750 #% ##f 75 £ 7E #5
il BEUAS YR ] o 0k 35 R T R P s ) 88 o v AR O BE T A R T AT E = Web AR B
HTML. ZUAHSCH P BER T Bk BT, R IRBUE R AN T 8 v 5 & .

l 7 il B BRI A AR I

A, CNVD #EUERERE LT O A RIS R O .
1. FlyCms BufiiERIpERIA (CNVD-2024-12210)
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FlyCms J&— N R o — SR LA TR B 9 Bt 1) 58 20T IR K JAVA 15 5 0T K
(45T X 2 S R T o

FlyCms v1.0 MUAAFAE S w15 R Ohi& i, %W T /system/share/ztree_category_
edit AR 787 WAIETE Kot Aok H RS T, B n] A Z e I A0 A% sURTR I HTTP 3
RRPAT B AHMELE

WUEE B

POC ##z: https://github.com/sms2056/cms/blob/main/1.md

S HER:: https://www.cnvd.org.cn/flaw/show/CNVD-2024-12210

B ERAE

e =HARARAA

7E: PLESIE R E(072) Al GE# i, KRR ILZ I 15 K X e
WG LA, S FEHTEA T
l 2 A I 2 [ T

1. VMware &%F ESXi. Workstation #1 Fusion $kF& R A5 % £B4MERF

VMware CLRARBHMER, PURULRIT ESXi. Workstation A1 Fusion [ 744> % 4
Tl AR L3 R ST RE S B AL AT R R SRR R

SEHEH:  https://thehackernews.com/2024/03/vmware-issues-security-patches-for-esxi.ht

ml
2. WMEBE— AR HEEZAR 0day FiF

BRI RE T — ME R 7 5 2 AR Oday i, B2 Lazarus 2 /0 M
Z4E 8 R HUM F 1 1IF 22 2 FIA 5 1) rootkit.

SR https://www.solidot.org/story?sid=77520

*xF CNVD

H 515 B % 45w 27 4 (China National Vulnerability Database, f&# CNVD)
JeH CNCERT BtAE N EEGE ARG NN, EAbBEIZER. MEae) . Bk
e P LB O A 3 ) TR 5 ) % 22 4 U R P, 300 T 52 R G — IS B 2 T TR A
KA WAE ST BB R
*&F CNCERT

[ G S 2 B S AR A FE B oG (RTRR B BRI RL Sy, JESCRTAR
J& CNCERT B{ CNCERT/CC) , JOrT 2002 4 9 H, NARBUFAER A4 2% e h AR
Hl, PR E NN 2% B A B AR FR T A Sk B

YERE R RN AL, CNCERT MR EHRTI & RTINS &I, PR

WAL, JIORKEHIT5 %, JF R ELHRRN 48 2 i AR TRT . AP0 TUE AN P iR Ak B 45
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https://github.com/sms2056/cms/blob/main/1.md
https://www.cnvd.org.cn/flaw/show/CNVD-2024-12210
https://thehackernews.com/2024/03/vmware-issues-security-patches-for-esxi.html
https://thehackernews.com/2024/03/vmware-issues-security-patches-for-esxi.html
https://www.solidot.org/story?sid=77520

TAE, AP EFAILHRN 24, (REEAHE BN R 2E B R AN ZAI81T .
MHE: www.cert.org.cn
HE46: vreport@cert.org.cn
Fi%: 010-82991537

17



