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CNVD Y HAH SRR 4%: Microsoft SharePoint Server izfefCHS 4T iRIF (CN
VD-2022-89421) . Microsoft Office Visio LS 4TIFI (CNVD-2022-89422. CN
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Software f&—EFj KM 246 o % TG HRAE 17X BCE F0 I 48 55 1) /5 B 22 4
(K15 17 25T RE . Cisco RoomOS Software £ Cisco TelePresence Collaboration Endpoint
Software #4235 EEEL (Cisco) A w17~ . Cisco RoomOS Software f&—%&HF Cis
co WA H BN E B . ZBAT R T I, BB Cisco B 1 Ml . Cisco Te
lePresence Collaboration Endpoint Software & —&WMEL . Cisco Small Busines
s RV Series Routers /&3 E EEl (Cisco) A F[1—#K RV &5 #H % . Cisco SD-WAN
vManage Software #&3& [H L&} (Cisco) 2 A [1—3H T SD-WAN CE e U 1M 4%
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ecurity Appliances Software 54 /il 5%, Cisco TelePresence Collaboration Endpoint
and RoomOS Software 114 /lk 55115 Bl #Z )il . Cisco Small Business RV Series Ro
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lextreme-security/release-history

CNVD-2022
-88813

Strapi SQL ¥ A Jw il

H AT m SR A T A T LUME N
T, AN T IRHUEE R
https://github.com/strapi/strapi/releas
es/tag/v4.1.10

CNVD-2022
-88812 I il

Orckestra C1 CMS x/JF414k,

at

H AT m SR A T A T MBI
T, AN T IRHUEE R
https://github.com/Orckestra/C1-CM
S-Foundation/security/advisories/GH
SA-gfhp-jgp6-838j

CNVD-2022
-88817

Bifrost #A% in) @i Al

g

H AT 2R AT 4 T LUME IR
T, T IRDUEES
https://github.com/brokercap/Bifrost/
releases/tag/v1.8.7-release

CNVD-2022
-88820

NuProcess iy 4 7E N Vi

g

HAT) v C A T2k T LM RN
T, AT IR
https://github.com/brettwooldridge/N
uProcess/commit/29bc09de561bfO0ff
9bf77123756363a9709f868

/NG AR, Microsoft 7= il 3% #8 A7 AL @ FEAR RS PR AT IR, Mokl R IR IR AE H
FrEMNLEHATARS . BE4, Oracle. SIEMENS. Cisco 2% 2k 7= WL % 82 A 75 2 MR,
o ii 2% nl R i@ it 2 R e s X 2g, AR MySQL Server, F+530 MySQL

Server H:E B EE B (564 DOS) , fE

Wi () e s EHAT RS SE. F35h,

Aruba Networks ArubaOS F1 InstantOS # 1 #& £7-7E 25 i X s H I « - 20 3 o] ) R V)
ERE FHATAE AR . BVGHHICH PR JGE LR p 301, K SRS E #N T B

VAVE

l 7 A B B A B IR 1 O

AJH, CNVD @FZEPiE LT & e B is ik i o .
1. Advantech iView SQL ¥EAJRH

KriEfR

Advantech iView 2 /1 [E#F 4 (Advantech) 2 &) [ —4N 3 T & B N 2% B (SNMP)

KXt B+B SmartWorx 15 4% iE 175

BT

Advantech iView 5.7.04.6469 I AT77E SQL yENIWIA, %WV T 76 H Configurat
ionServlet i s R AEFESRIE, Bt vl IRIAAE setConfiguration 44 Hh G2 —ANRE#R
f) column_value 2%, LA%&id com.ime.iview.utils.CUtils.checkSQL Injection() 7 ft) 6 25 3k
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L

AT SQL 1A, FRHUCEE %k
ErATIRENSS
POC ##%: https://www.tenable.com/security/research/tra-2022-32
SR https://lwww.cnvd.org.cn/flaw/show/CNVD-2022-88792
B RRMtE
W =HRE IR A A

7 ULLIE 8 7072) iTaE it AR it (K2 72 . 15 A 5 00
HIBTELAE, SRR TF BT T
2 7 I T 22 [ S 5

1. BEEWAE 412 Twitter B EEE

—4 M "4 Ryushi [ /776 %1017 Breached J08 4 12 Twitter [H 7 (%R 1%,
FERFEM A Twitter AP FJRTRPTELR, G486 7RI, 4. . med. 4
i H IR TS,

S8z https://lwww.solidot.org/story?sid=73753
2. Raspberry Robin & ##-2d s MBUN

Raspberry Robin i St 2o 4 A AT X HL T 39 s ORI A0 RRHH 4 FL A5 FHESURT 70
NRYG.

S8 https://securityaffairs.co/wordpress/139964/breaking-news/raspberry-robin-t

argets-telecom-governments.html

%xF CNVD

[ 2% 45 B % 4 Wi L 574 (China National Vulnerability Database, f&ifk CNVD)
JEl CNCERT A ENEEEERGRAL, A EEER . WaLa) . W)
e AP EL B X i M 2 37 PR 1 5 PN 4 2 Y TR, B0 T L B R G — 15 B 22 T TR
KA Wb, TSN SR R
XF CNCERT

EPen R INCEINASE a7 NGB LiR ) 8T SR U Qi 7 Rl G B A A e el N " i 7
& CNCERT 8 CNCERT/CC) , & 7T 2002 4E 9 H, NARBURAEZ R M 2% 2 A R
Hl, TR E RN L B R AL B A R ) A S B

TENE F R R ZH 0, CNCERT MIEZIRTT & &M FRIRBT . et I, PRk
WLy SIORVKE BT %, T B N 28 22 AR TR ORI, TV ik B 55
TAE, 4P EFAILEECN 24, [REREAE B2 E G B R R M L AT .

Mk: www.cert.org.cn

HE4H: vreport@cert.org.cn
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https://securityaffairs.co/wordpress/139964/breaking-news/raspberry-robin-targets-telecom-governments.html
https://securityaffairs.co/wordpress/139964/breaking-news/raspberry-robin-targets-telecom-governments.html
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