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Microsoft Windows j&—&/ N & #%/E &£ %i. Microsoft Windows Server
e —EMRSBEE 248, Windows InstallService J&3%[E Microsoft 2 & f1—> windows


http://telecom.cnvd.org.cn/
http://mi.cnvd.org.cn/
http://ics.cnvd.org.cn/
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CNVD WS M S 45 Microsoft Windows BUBRFEF R (CNVD-2020-549
10. CNVD-2020-54907. CNVD-2020-54913). Microsoft Windows Routing Utilities £
#1 )ik 55 I . Microsoft Windows RSoP A R4 THfgiA . Microsoft Windows Language P
ack Installer £{FRFZFHIRIF . Microsoft Windows Modules Installer $R & FHH (CNV
D-2020-54911). Microsoft Windows InstallService AR #2F-JwiH . HA, “Microsoft Wi
ndows X FR$EFHRI (CNVD-2020-54913). Microsoft Windows Modules Installer £ R
$ETHRIR (CNVD-2020-54911) . Microsoft Windows A3 Fi £ T1-J i ( CNVD-2020-54910)”
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(UBM) )15 B2 A R B A R LUK 52 5 Hhoxd 75 i L SEPE RIS 5 AR 55 2% . 1B
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AN, FBARL RS
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SE R https://www.cnvd.org.cn/flaw/show/CNVD-2020-54317
https://www.cnvd.org.cn/flaw/show/CNVD-2020-54678
https://www.cnvd.org.cn/flaw/show/CNVD-2020-54934
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https://www.cnvd.org.cn/flaw/show/CNVD-2020-54937
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1. CNVD-2020-54466). Google TensorFlow fii N4 iE 4, 1%J1H (CNVD-2020-54472, C

NVD-2020-54474). Google Android MediaProvider ARz #iH. Google Android Wi
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CNVD YR A IR 45 Artifex Ghostscript ARG HATIRI . Artifex Software
MuPDF %65 ] @i . Artifex Ghostscript #5481k 557 (CNVD-2020-54478. CNVD-
2020-54476. CNVD-2020-54475). Artifex Ghostscript 2R RE IR (CNVD-2020-544
79). Artifex Software MuPDF ZZ#'[X iii Hi )il (CNVD-2020-54480). Artifex MuPDF
TCIRIEI IR . Horf “Artifex Ghostscript fAS 4T . Artifex Software MuPDF 1815
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Artifex MuPDF /&3¢ [E Artifex Software /A 7] ) —#K % 82 4. 5 & 24 /) PDF [ {5245
AJEH, Artifex MuPDF #3477 2 1 X da H IRl o 0 2 ] A R s TIRDRT T P 2o it
M. HET, | AR KA LR IR IEAMER . CNVD 328 K PR 56 i
W, DSREURFTRA . S548E8:: https://www.cnvd.org.cn/flaw/show/CNVD-2020-54488
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54780 tions Manager SQL ¥ AR T, AN T REUEE R
(CNVD-2020-54780) https://www.manageengine.com/product
s/applications_manager/security-update
s/security-updates-cve-2020-15394.html
HAEr) ma kATt gt T iRk
CNVD-2020- . v Lo | ANT R R
54783 Tensorflow Hri 4k i i https://github.com/tensorflow/tensorflo
wi/releases/tag/v2.3.1
J RO kA TR ERRT, 5 &
CNVD-2020- e v . ESELCE IF
54316 PrestaShop SQL ¥\ ™ https://github.com/PrestaShop/PrestaSh
op/releases/tag/1.7.6.8
CNVD-2020- | Observium SQL yE NI (C | . F @ak%ﬁ?ﬁm@gﬁﬁ R
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CNVD-2020- | Facebook HHVM #g#lifhit | . | W, #b T ZREUEER::
54467 71 250 s R ™ https://www.facebook.com/security/advi
sories/cve-2016-1000004
J R KA VIR ERER, &I
CNVD-2020- | £3K Mozilla ™ 2 Xt | . | RIEEHT
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HET) 2 kA TH b T BB B s
CNVD-2020- | Mozilla Thunderbird. Firefox | .| W, PEIEIE A #3100
54928 ESR F1 Firefox yE A\ ™ https://www.mozilla.org/en-US/security
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CNVD-2020- | Sequelize SQL HEAJA (C| | S : .
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] HERAIRIE B, &R
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54919 -2020-54919) ™ https://docs.cpanel.net/changelogs/88-c
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iICMS /& —%& % H PHP f1 MySQL #& FE RN FE RS (CMS).

iICMS v7.0.0 HAA{EES S TE ROy 1ZIMTHVET WEB R R 7 250 IETE K /2
TR EFAEH B vl B Z IR R G 52 5200 25 7 g 0] R 45 s AR AE TR 18 3K
BEfE B

POC #%4%: https://github.com/idreamsoft/iCMS/issues/76
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1. Microsoft Azure HFEER/MRIA

WL T = Azure S FH RS5O Sk B AT BE S BUIRSS A i i i K- (SSFR)
FLEFRARRD AT B, dn SRR X i, Mok & mT DA i B iR 5535

SEHER;: https://threatpost.com/microsoft-azure-flaws-servers-takeover/159965/
2. —HBERI 55 MR MAHRER REEH 5 kT

Sam Curry. Brett Buerhaus. Ben Sadeghipour. Samuel Erb Al Tanner Barnes #£ |
3 AN H R R SER P G MR S 34T B Bily, KL T — R 5155 AL BIAKILR 55
NIRRT AR AN —, Horh— SR R ™ . ditl, SRS I 5 5 SR n I BR R .

SR https://www.cnbeta.com/articles/tech/1038075.htm
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