CN@GERT/CC
=| 3% B EC I v R Py

CNCERTEENZ £ Rk &

2019 & 10 A H & 106 Hf
« (@) + - R
HE .

FKRELA CNCERT IS EFNIEIRA R EBAIREEIR F AT EMIE |, X9

EEENHEIENSELZ 2RI TSSO  ANEEMEEES Ml
SHHITIR.

2019 £ 10 B , BB LS NRBRTN AR, TEEENT

> RARMEREREREIALS1E

> BREERMILEE926,0481 , P ESBFMILEE 891 ;
ERHENG IR 10,6074 , HFBRFMIEE01 ; #3d
EEAIRUSES E REEE 92,3701 ;

> ExREEREREHZFE( CNVD KWEEREE R AR 2R 613
4. Hep, SEimE4024 , AIRA AREETE R EAYRRE L 375

AN
[

PEERRIE - +8610 82990999 ( HA3Z ), 82991000 ( ZIZ ) {EE : +8610 82990399
EBF#Rf4E : cncert@cert.org.cn

PGP Key : http://www.cert.org.cn/cncert.asc

WYL : http://www.cert.org.cn/


http://www.cert.org.cn/cncert.asc
http://www.cert.org.cn/

| K HLE R R o WWw.cert.org.cn

XTERITENME R 2B ARG EHFF O ( CNCERT )

1. CNCERT &/

TEERS

ERITENMEN SEALENE T ( BEFRERERMA S, SEEFR
CNCERT & CNCERT/CC ), BkizF 2001 & 8 B , AIEBFIERFIRIMNELZERAF
Ly, BFETENMEN SR EARRPRIZELRR, FARRKBEFL , CNCERT
MEZIERR - RIRFURTEL. KA. REEEL. HRIRE 055 . FFREE
ML BT, &I, FEMNEGCESE T , #IPAHEERNTS | (RIE
K EEER LRI T.

R EAR

CNCERT 7EFEAXME 31 NE. BiAX. BEHRES VM. Bal, CNCERT
YERFETEN BN SAIBARPRESL RN |, BIARMEZ e, 2. it
SELFAFTHE |, hiEETMNEEERM. BEARSTIIFNEMNSENE | i
FEERNEZENIAR , HEMESEERNEANELZSE .

TlE1E

CNCERT fARKEFEITWERMNEH , KEKIZTEREERRERBALZEFES
(CNVD ), FERMEBHZELE ( ANVA ) MHEERKMME L2 SRS
(CCTGA), SERHIERMBERIL. BERER. HEZEMRSTE, MEZEe
RS BEELRREERRE. NERSIE. BINAEBREZSET/ENS | 0
SEMR L EEHEMIAREIE, CNCERT MBI ATHEKRAT | RSN ETER
MNEAH BB MK L2 IRSHINIIIES“CNCERT MELZ SN 2RS IER M,
£ CNCERT MNE—RASIES T , SERNHESEHEERMNEZEEHRIN R
QIRTHE | P AHEEMMEL S,

EFRS1E

CNCERT Utk FFEMELZ2ERSIE B TR EEME LTSS HHI RN R,
oA ENE  REFREEMELZSEIFELN FIRST IERKR | AR AN SE
#1 APCERT BUA#EE Z—. CNCERT IFLESLHE“CNCERT ERRS1EkFETR) , BS
BRMALEN TEAREN S, CNCERT IAFRRSINI AL SHN. EfrRBEL. E54H
R KRR SREBNEEERXIFERNMELZSEXTIE.



| K HLE R R o WWw.cert.org.cn

2. A553EE

EH&RI : CNCERT {KIEAHBEMMELZ L INNTFEFRNEMEENE. &
RUESEFEEEE AR, BalEEMIRZREE. BERGEEVEeEMHNEESR
W, FERREESERIMSIEIEHITEIENERRER | URBIREEE. £E.
EEFERE. MubERIERNINEPHNNE L SHRESSMRERINEIEREMN
M= eE M,

FRZER :CNCERT (KB FEHUER RIS S o TiIZ RERYE SIREETIM
ELREMPBIDITAE. MELESEHBERER. EMNBLZE2RRHSEDITE |
NP RRHEEMMELZESHERER. NELZEFANEREELZSER
.

RSLE X TFEERMARKEIRIGERANEHRS | CNCERT RAYIERFF
REAE | ERABINSEAEIE | FIMEERNETRENEY. FRECTER
BMAFIEY. ShREBEBITEN JNEEEERFNEN. ARRERBRARMT
B4, URBINERRNSBELIGFNSENELEEHE.

ML : EAMBZ 2N, TMERIEWAS | RR<HERE | RSHs8
B0, RZEEE. SCCRIER. QENSE. Maza9HIRT , iREBERNENBT
), EWEAIRMZSITENIRSS. CNCERT IMALEEMELLHEFNESIE |
& 5HBEMIIEERMNEZ 2R RN ERNREIE.



| K HLE R R o WWw.cert.org.cn

MR X &% 52 3% 75 BF

(CNCERT BEEANZERINREN ( LATEFR RS ) MEZRITTENMEN SEARR:
EAT ( EFREREBEMES ) , CNCERT 8 CNCERT/CC ) HIBFFIi , B
CNCERT #RIFHAEIRIN. REFFBRES BABIISIERH | HhRFER R
8. ANREFFENFIFGFIEH CNCERT TSI , k€2 CNCERT [EE , {FHaIEa7ak
PMAREEAREUNETAT R A ATEEEE.

CNCERT NH{RIEARSHERMEFITSEM  HPRIER. 88, BREUisE
TMERIEAN NS EDEZ 2R RAKIE CNCERT AEESIAERA—ILAERIE.

mE
RSHBFTE (CNCERT BEAMZ2EHES) , NRBEMPIRSEEIMMRE | 58
REISHEAIEAER , FESHeik) : cncert@cert.org.cn,



mailto:cncert@cert.rog.cn

] K HLE R R o WWW.cert.org.cn

RAMZRZEERSE M

2019 4% 10 H, HIKMMZE 2 2 ROUBAR PN R o FRIE AN
ZRICAT BRTAR, TR BTN S TR R bR R4, R AR, L
W 28 22 A A o 7 R FLIC I DX 2% 22 A BRI 35 PR A B EXSOBURT I
s BCE AV B SR G TP BER E AT, HAR S M L 2
SHEMBESERFARER N, @4, 10 3AILH R % %
AR AR

EitMELe

2019 & 10 A, WEFEMMNEBIT O, B BME TR & 50
WEINFEFRIE R, K HIUE BATEX I DA B3 Rl KR [ JE A X 2%
AT, RAKAERCKLCL MY 22 g,

*EEEEMRBEEE

AH WA AT P BSURT X st e B U B 89 S, 5 B H AR
LI 46 A, 7 5% P Al B SOl (4 BB 0.3%; 358 P IBURF Y ik AN
JETTHIEE N 90 4, 5 E ALY 16 4>, TFF 15.1%, (HHEA
NG T LLEA 0.8%, k45 AR BERE R %22l
LG (CNVDY LA E T 2,643 29 IR IE BUFERTT L AR
17 RMSEZEGEERAMWITULBGE. FE. AFLTA, BESH
AT M YRR A

NHEMERELE
2019 £ 10 A, #R4E CNCERT BRI, B LR M 45 2 4=

i 1: CNVD 2 CNCERT XGENEREE RS HRN. EBEEER. NER2 B, &
@ BERNMEETIEERERREERHZENRE BOTEIERFE—HIER
TR, &K, WIE. DTENISLEREE,

1



] K HLE R R o WWW.cert.org.cn

R8T BARARTE DL N . PG B E B I T, 358 PN R e X 28
B ZamECNIE 161 A, BB TR 14, 1%. Mubi22T71H, 5N
W BN E s 26,048 A4, B RFE 50.4%; SENBEEA G TTH)
W3 BN 10,607 A, BB A B 17.1%. EF X5 8 sk 1475 E 0L
B 2,370 S, B EABK 1147.4%. 4RI, 4H CNVD
S B B RS 22w 1,613 4, & EH T 195%. Hrw
FEIRIF 402 /N, BB H R 26.4%; AT #E A A SRSt i R B H R TR
1,375, B EH T 22.1%., F52 27510, CNCERT £ 2] M
g A H AR 11,384 1F, B E A K 22.0%, HERZ K502
T A 3,021 4 W U475 B SR S 2,932 4 SR AL 3 75 T, CNCERT
JOER T 4 e A At 11,326 1, HE s 2 N eI S 3,076
. WU E 2R 2,840 1

2 —RIERT , TEABREERERNIBRT  EERRSPRE. TUTLUAZEIR
IESERRRER. HY , NERSRIFEEMSBEITIRESNE. 10 8, CNCERT £
SFERA IR THEIEAT | X3 551 MRS SRR 83 FMEFTERra IR T 7 el

2



] K HLE R R o WWW.cert.org.cn

RKAMBZREEBEHRRE

& MEfREENHAEDH

2019 4 10 H, Hg NG 200 5 1 L Im AUNIT 161 4. A,
BT 128 54~ IP Hhbxe B () E LA S el P R e, 5 EAH
fRI3 150 J3AHEE T F% 14.6%.

> ARSEF L dm M HET T

2019 4£ 10 F, BEAUT 128 A TP Huhikt B i LA D Bl 48
PR3], e X o3 A B R HE A 7T = AL R VL34 WA
7R

K I B AR 7 N 2 IR 45 4% 1P S B0 7,691 A~ HiR, BRRD
BAE PRS2 1P 1, 724 A, X S A s HE & T =40
I BINILIRE . T RE S WL « BAMR ol (8 )7 FE 12 1 AR 55 2
IP A 5,967 4, XESATEE., hEEFBM . L, 7 TEHE
Foda i IR 25 242 75500 894,447 ANEHL IP, FEHIBEN ENL IP
JE B AL, L UOR A T fur = AR S (1) 1P Mk, 4 ) T 5 N 524,507
ANFI 272,380 N FEHL IP,

> Bl BB )7 S HT

2019 4F 10 H, CNCERT = sitx) H iiisT 1 B ok, %
SRR VE B R MR S SRR T AT A, R EEh R K
BREFHEA 215 4, BRI FGERITIA 437 4, B EGTHEE
ERETFHEA 244 1,

2019 4 10 H, CNCERT MMM MAMELE, |75 P&, =°F
& LR E B T 2R s B R R T 115 A X LR 5l LM
WERTEAT MBS, BIRIRKVEREEREEAL(Y 48.2%), Tk

Sl

C

I
M
IAN
M2
VIAN)

S

G



] K HLE R R o WWW.cert.org.cn

HFEZR (5 26.3%). WMIRATAZR (5 12.3%) 3358 . =i

> PSRN g

W) 24 95 B T BTN — BEBr P LU S , RE A Ul ) AR X sl
I 9 O S 7 AT AR R . SRR L TR TFI R P FENLU A 7K
S B DML 5, it 2 gk I o B R R R AT S
FR) 3 T B X 48T B

W 28 I3 TR AEAL SRk At ey, A AT 75 R R B ) R 344 - 2019
10 H, CNCERT M A I A T5C Sl s, e a3k 44 U 10 R 3R S A7
4,569 M4, @ 1P BRVT A 35 KA 11, 677 A TP, {E 4, 569
AT sl g A, TEENEN A BN 1, 462 A (4005 32, 0%),
TEAMNEM I AECN 759 A (L1 16, 6%) . JECEyuk S8 4 i s T

KA A AL AT 5 AL BARE I R s
F 2019 F 10 HiEKEEEBFTEIRRIE S
TRéRtE =

HERR %51 B A DTS
(TLD)
1 .COM WA 4 (gTLD) 2005
2 .CN [E K g4 (ccTLD) 724
3 NET WA 4 (gTLD) 155
4 .ORG WA 4 (gTLD) 74
5 .RU EAmgE 4 (gTLD) 31

& MR EHTED

> LRI R G

2019 5 10 H, BBk Ry 26, 048 4>, BN AL
P04 sty 50 2 X AT HEA BT = AL A 0 R B T LR AT R4
MR G, PO R i 2 172 .COM 384 S8 uhi, L2 T
MRk BELU).GOV I A4 KM AT 89 A, A B Mk
fFIEEH D 0.3%.



] K HLE R R o WWW.cert.org.cn

> EAIMHRIENET TS

2019 £ 10 H, BABEHENGETTMEEEER 10, 607 4>, BRI
FELNJE 1T B I ks 4t X 20 A HE 10 =7 20 il 2 db s iy T e
A TTHRE MRS, NG T TEE R 2 1) .COM 14
KWl BARENJETTH.GOV A KMusE 90 A, HEHNEEANG
I TP 3k R L A5 0.8%

2019 4F 10 H, 84k 7, 189 4> TP Huhb @I /N J5 T TRHE N 10, 418
AP St R . Fodr, AN IP kb B TSR S E AR
Iy S5 E KX . MIEAN 1P sk iE A N JG 1138 #1355 P Xt 4
KE, KREIFEEDR IP HbEIL RSN 3,124 MEEEAN 7T TR,
N R A Uk B EAAFISEE P 1P ik, 53
)35 PN 2,489 /M AT 2,366 NS FEN T JE T 1FEST

> BRI E ST

2019 4% 10 H , CNCERT 3 1 I 2 t5x5F 15 A X sl (4] 477 ' O THI A 2, 370
AN, BRI 1, 446 A, TP ik 656 4N, fEX 656 4N IP H1, 98. 9%
P FEEAh, EEN T EFBREE,
& FEBFED

2019 4 10 H, ONVD W AR 24385 B R G e 20w 1, 613 A Hor,
s EIRI 402 AN, FTBER] FH R S AR X IR 1, 375 AN AZESMH
(KA AE: R 48] T B4 Cisco. Google. IBM. Microsoft. Apple. Oracle

farey
~Jo

IRAE IR FZ T G AR A, IR A 0 N R . WEB M
BAERG. WIS Tl B S M 2w s ) 2 i (i
B Kt NI AR GES5 ) At e AR RE R0 o (IR IX % iy B0 46D
i . A H CNVD WS BB IR, $iniF SR o A HE 44 i =42
(4343 ) B AR P U . WEB BRI« 454E R Guii .



] K HLE R R o WWW.cert.org.cn

¢ NELZESHERELERR

> BIHELIER

2019 4 10 H, CNCERT Wit 2 [ Py i 7 HBfF . AR ig .
SiERAS . RS A S 2 FipE 11, 384 4 (& 3F A
777 Ak (I [F)— M 4 2 i, BAGRERR S IR 24,
Horbok B EAMO RS A 36 1F.

£ 11, 384 MRk rh,  HE4 AT = A7 B 22 A S 53 0l A2 U i
TG E . BERETREt.

> FEHLEER

X AN I IR IR FTE L AR A T SR N 4 A
F, DU E 3 A I X 4 22 A S A, CNCERT & H AR HE 44 1)
SR R AAESE R W0 S P MR S R 2R, 7 0k B A g AT B
IbFE

2019 4F 10 H, CNCERT LA Je #5470 0oL mIPMAALEE T 11, 326
A dAt . HAiRIZE. WU E R ERE .

iE3 : B CNCERT —fRATHIEF MR RS R SHITLE | SeRMizt. T
R BB SRHRE |, CNCERT B PE BRI SR Ep i b E.

6



[ 5 IR s Www.cert.org.cn
B« RIBERERR
o ERRERE
EEERZIEHRITTENEG. Y. NEMNBEREEFHMNLAGNIEREEM
iR BENNERES,
o T
REEEERAFRIRY. BESEEMY P FEREENESNES |
MNIAEREEFERENER MARSEIAESR , SHEERARHIRZEX
b,
o TEiERF
TEEFEIEEREFENNER T  AEERARPRE. BUTLUARIRIES
BHHER., EEEFDRRBENT
1. ¥E&EAS ( Trojan Horse )
FIEHAARD (BRAS )) RUSHARPTAGE  EERTEEHIAR
ITENAEERNNESERE. BTE&EE—EENBFER , 5
FPH ARG AR +TDEIL , EMEREARS, ZRINEE  ADERA
H—E0H  BEARD MIBAD®, BEADS, TEEHAD . KE
HFADS, THREAD THEAS LA,
2. 8P/ (Bot)
EBFEFERTHEAMRENEFEErEENE. ZREREESHD
W, BFEFREH—ES | IRC EFERF. Hitp EFER. P2P EF
EFRIHEEFERIUE,
3. #£H (Worm)
IEREIERBEREH,ZEE  LIGBRRFENMERFEATEBNN
TR, RBERER  BRAHE—LD  iMHER. BIERS

iT4 . EEADERATHIAFETIRE. MEREKSHIAS.,

15 MIRASEATHERAFRMER. IEBFFRSHAS.

i16 : FEADERTHERF TSRS S SRS,

X7 ARSI ESFRENEG N EIERIIR | FressE R =Rr AR,
18 | MEMFADERTHFAFMNENSHRER N EE IEELRAIAD,

19 | THEARSERT MESTEMBEIBEFENA ST LAt E=RP RIS,

7



] K HLE R R o WWW.cert.org.cn

R, URER, mEMABRRINECERRE,

4. /5 ( Virus)
FEEEERRITENIX A TER | LIS EN AR | &G
BRARIEEZTHETERRIEEAMS.

LirpREEREEEENE.
fEERE TR R | BEM_EHMA—EEREEBE RS Lt
DERPNSEVERIENRAG R | ATMAR. Wi, Bl R
BUBHNEERERSR DIAE NHTIA,
° EFKLE
EFMNERKESETEHRIENS AR RRssnEd—x%
Han < Szt EERNERASHEFEFNETRITERESITA AE
RIS BArMus TR MIVERIRS T | BUREKERTRARERMYE | Bt T8
TN
o EBIRSULE
BERFHEEAE—BNERRARAEEENYEE BT ER LR
1, AR BR R Sef= LR AR SS .

® MIEY

MIIENEEERIARERNIAAS (ENuETCAER TIESHIEREA
FOFEEEEMITAEA.

® KB

M TH'E REITMIESHE—BirMub S EARURIIRE (AFREIEMYL ), 7
BELARIRERE, BIRSIIR. FHRESMIER &S VAKIERMREETH
RETMRIEERIEER | FBIRAFERIERYL , LERERP N AREEE (20

RITIKSTIRFZERS ),

® NIEL

MTHEDREEENR RN SRS BERPITETEREiZR
AR HEIENEERB.

® [ubf5i]

MusiE IS MR IEREEMUEAYTE B R L TieH I MM eetEE

8



] K HLE R R o WWW.cert.org.cn

W R E I i Hl M uha AR S5 s I RS

o IR

WAREMERGAFTENER (BERREBEKRT S ) REERSKEEA.
8 (—) WHAFRBRIERSERTRIRI &, BFTW. S
ANECRSFERMRIRBFERMG (= ) WHEATEERRIEFEMY (=) B
RIEANBG, ik, RERSFERAIE MG () SBERIEREIR. RIEA.

BHRSSERE TR,
o IHFiNE
IS EE T A RS R E XU 2 RS 88 L ROEUE EERFE

GBI ARHREIER 1P kel E R RIERE.

o IRFNAA

RN ARIRE RN RI A LIFIESRIFEOAIERER. RN
BEM—RAREEFERINGEERERSY  EEFRENINRREFBERF

( Exploit ) EREUSBARSHIAINR.

o TEINEIKEEIER

ERPAIBEARENIER T RS RARFPLE. IETLUAZIARIE
SBR BEABEREFRBXEHEMTARNTHIIT . R EREGER .



