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ῗԓŅ8220ņ ₵ ᴯ ‟  

ⅎ  

 

Е ₵ ᴯ ⅎ  

TAGЕ8220 ᴯɻ ɻὍ ɻTsunamiὍ ɻDDOS 

 

 

҅ɻ  

1ɻⅎ  

CNCERT ₵Ԑᴌ ⅎ Ї ₵ ҿɻ

ᵒ ῗ Ї ₵Ԑᴌ ҿŅ ₵ ᴯņ Ї ₵

ᴯ ɼ 

ЇCNCERTғ Ḫ῎ ⅎ ү ᴯ ҿ

Ņ8220ņ ᴯɼ CNCERT Ї ᴯ ԝ ҏ ҿ Ї

TsunamiὍ ┼ ЇҙῚ Ӥ ЇҒש Ὶ

Ⱶɼ 

2ɻŅ8220ņ ₵ ᴯ ‟ 

Ņ8220ņ ᴯ 2017 װ ᴯЇ ᴯ ⌐ ∆ ɻ

₵WindowsLinuxꜙ Ї Ґ Ὅ ɻ

ɻ Ί Ӏ ┼ ⌐ ɼ 

╦ ᴯӀ Ї CNCERT Ї ᴯ ԋ 4

ᴶ ɼ Ғ ᵲ ЇŅ8220ņ ᴯ ᴰ

Е Linux ᴰῗ ɻ Ԏ ɻҐ Ї

XMRig Ї ┼Ӏ ;

Windows Ґ Ї Ї∕

ᴑꜙ ᴌЇ ∕ ꜠ ӊ ɼ 

ЇCNCERT Ї ᴯ ᴶ TsunamiὍ Ї

╦ ⅎ Ї ᴯ ┼ TsunamiὍ Ӏ IP ɼ

TsunamiὍ Ӏ ꜗ ҿ ┼ɻDDoS₵ Ὶל ҿЇ 8220 ᴯ

ЇӤ DDoS₵Ї Ғ ᴯɼ 

CNCERTЇ ῎ ҏ ꜙᶕ ת ┼Ї

ꜙ ꜘ Ї ḷ ꜙ ῗ Ї ҆ɼ Ӏ

Ὅ Їꜙ Ὴ ᵣ ɼ 
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ԑɻ ₵ ⅎ  

1ɻ ᴯ  

Ґ ҿ CNCERT ₴ ᴯ ₵ Ї ɻ Ґ

ɼ 

 

 

̔ ₯  

 

2ɻ Ґ ⅎ  
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╦ └ 8220 ᴯ URL ⅎ Ї ᴯ Ґ

ҏẘ ᶕ bashirc.i686ɻmasscanɻx64bɻscanɻhxx ҷЇ Ґ Е 

̔ № Ҋ ᴆ Ẓ  

Ҋ ҽᶛ ᴆ Ẓ  

http://80.71.158.96/ bashirc.i686 bashirc.i686 

http:// a.oracleservice.top/bashirc.i686 

http://194.38.20.31/ masscan masscan 

http://80.71.158.96/ masscan 

http:// bash.givemexyz.in/x64b x64b 

http://89.41.182.160 / x64b 

http://80.71.158.96/ scan scan 

http:// bash.givemexyz.in/scan 

http://80.71.158.96/ hxx hxx 

http://89.41.182.160/ hxx 

http://89.41.182.160/ x86_64 x86_64 

http://185.157.160.214/ x86_64 

 

3ɻ ⅎ  

╦Ї └ ᴯ Ґ ɼ 

̔ ȁⱳ ȁ  

 ⱳ   

Tsunami └ȁDDoS₯ ῒז ҹ 6  

CoinMiner Ҋ ȁ  10  

Portscan  1  

 

3. 1ɻTsunamiὍ ⅎ  

Tsunami Ὅ ɼ C2 ꜙ ғ Ӏ Ӑ IRC

┼ ḪЇῚꜗ ┼ɻDDoS₵ Ὶל ҿɼCNCERT

╦ └ 8220 ᴯᶕ ΐ 6 Ї Ґ Е 

̔Tsunami ȁMD5 

 MD5 C2  

x32b ee48aa6068988649e41febfa0e3b2169 c4k.xpl.pwndns.pw 

104.244.75.25 

bashirc.i686 0ba9e6dcfc7451e386704b2846b7e440 51.255.171.23 

bashirc.x86_64 63a86932a5bad5da32ebd1689aa814b3 51.255.171.23 

x64b c4d44eed4916675dd408ff0b3562fb1f 104.244.75.25 

ox44oh2x9.dll 9e935bedb7801200b407febdb793951e 104.168.71.132 

3z8a7kr4z.dll b2755fc18ae77bc86322409e82a02753 104.168.71.132 

 

Ὅ ┼ ת Їת DDOS₵ ꜗ

Ї ᶱꜗ ЇᶡŅGETņת ᴌҐ ꜗ ɼ 
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3. 2ɻCoinMinerⅎ  

8220 ᴯ Windowsғ Linux Ґ Ї ҙ

Ғ ɼ 

É Linux 

└ ᴯ Linuxҏ Ї Ґ Е 

̔Linux Ḥ  

ᴆ  MD5  

7ff1601a0291bd214573956dcda3

3230.virus 

7ff1601a0291bd214573956d

cda33230 

Trojan.Linux.CoinMiner

.Botnet 

dbused dc3d2e17df6cef8df41ce8b0e

ba99291 

Virus.Linux.CoinMiner 

X86_x64 eb2f5e1b8f818cf6a7dafe78ae

a62c93 

Trojan.Linux.CoinMiner

.Botnet 

i686 101ce170dafe1d352680ce09

34bfb37e 

Trojan.Linux.CoinMiner

.Botnet 

LinuxҐ Ґ ɼ 

̔  

  

c4k-rx0.pwndns.pw 46E9UkTFqALXNh2mSbA7WGDoa2i6h4WVgUgPVdT9Z

dtweLRvAhWmbvuY1dhEmfjHbsavKXo3eGf5ZRb4qJzFX

LVHGYH4moQ 
146.59.198.38 

pool.supportxmr.com 
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É Windows 

└ ᴯ Ґ Windosҏ Ї Ґ Е 

̔Windows Ḥ  

ᴆ  MD5  

mywindows.exe 08e7d711e13e1e95bbd5dc576d90f372 Trojan.Win32.CoinMiner.Botnet 

oracleservice.exe 0958fa69ba0e6645c42215c5325d8f76 Trojan.Win32.8220.Coinminer 

oracleservice.exe 6e7c0ff683d771875cd7edd2ed7b72e2 Trojan.Win32.8220.Coinminer 

oracleservice.exe 2559e97c13e731d9f37b1630dff2bb1e Trojan.Win32.8220.Coinminer 

oracleservice.exe b2d3f97fa0a66683e217b1f06ec9c4c8 Trojan.Win32.8220.Coinminer 

xmrig.exe f0cf1d3d9ed23166ff6c1f3deece19b4 Virus.Win32.CoinMiner 

Ґ ҿ 4ү └ ₴ װ ᴌ Ї ₴Ї

Ї ᴯΊ ҿ Ⱶɼ 

̔Ҍ ₮ ’ 

MD5 ₮  ₮  ᴆ  

0958fa69ba0e6645c42215c5325d8f76 2021- 10- 25 2021- 11- 10 2234368 

6e7c0ff683d771875cd7edd2ed7b72e2 2021- 11- 14 2022- 01- 21 2234368 

2559e97c13e731d9f37b1630dff2bb1e 2022- 01- 20 2022- 03- 26 2468864 

b2d3f97fa0a66683e217b1f06ec9c4c8 2022- 03- 26       2467328 

WindowsҐ Ґ ɼ 

̔WindowsҊ  

  

xmr.givemexyz.in 46E9UkTFqALXNh2mSbA7WGDoa2i6h4W

VgUgPVdT9ZdtweLRvAhWmbvuY1dhEmfj

HbsavKXo3eGf5ZRb4qJzFXLVHGYH4moQ 
198.23.214.117:8080 

212.114.52.24:8080 

 

3. 3ɻPortscan ⅎ  

ᴯ Ὶל ЇӐ ῴ ₵ ∆ ҿɼ

Trojan.Win32.PortScanҿᶡЇװ ῗⅎ Ґɼ 

ᾨᴰ≡ ᴶῇẅ ԓ ԓ 2Ї Ї ᴰ ₴ Ї ҿ

RedHat linuxɼ ḷ ᴶῇẅЇ ᶳ ᴰ ₴Ї Ғ ꜠ Ї

Ὺ ҿ ⅎ ɼ 

 

Ӑ Ӏ ꜗ ḪЇ ҿЇ Ґ Е 
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4ȁIP №  

╦ 8220 ₵ ᴯ IP ₵ ЇӀ ⅎ ɻӑᾫῒ ɼ 

̔IP ᴩ  

IP IPⱳ    

194.38.20.31  Ⱶ IP Ӌᾥῌ   

80.71.158.96  Ⱶ IP Ӌᾥῌ  ᴿ ᾥ  

45.61.184.118 Ⱶ IP  ᵫ   

212.114.52.24 Ⱶ IP   ῌᾥ  

209.141.59.139 Ⱶ IP  ῤ  ⱴ  

89.41.182.160 Ⱶ IP ֒ ⱴּי  

205.185.118.119 Ⱶ IP  ῤ  ⱴ  

91.198.77.78  Ⱶ IP ῌ Ҹ 

104.244.75.25 C2   

51.255.171.23 C2  ҉ ῌ  

104.168.71.132 C2   

   

╦ 8220 ₵ ᴯ ₵ Ґ ɼ 

̔ ᴩ  

 ⱳ  Ύ   Ύ  

bash.givemexyz.in  2020- 09- 25 2022- 09- 25 Tucows Inc. 

a.oracleservice.top  2021- 11- 03 2022- 11- 03 Tucows Inc. 

c4k.xpl.pwndns.pw C2  2019- 03- 07 2023- 03- 07 Sarek 

 

 

Ҏɻ ᴶ ┼ⅎ  

1ɻᴶ ⅎ  
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Ґ ҿ CNCERT ᴯ ᴶ ‟ɼ

Ї ҏ Ӏ ꜗ ₵Ї Ґ ɻὍ ɼ 

 

̔ᴰ ל  

Їҏ ᴯᴶ IP Ӏ Ҳ ֪ɻ ҡɻҏ ᴓ

Ї Ґ Е 

 
̔ᴰ IP ᴍ№  

 

2ɻTsunamiὍ ┼ ‟ⅎ  

CNCERTᴯ ┼ TsunamiὍ Ї 2022 1 4 Ї

ΐ Ӏ IP 2000үɼҐ ҿ Ӏ IP ‟ɼ 
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, 9.27%

, 6.16%

, 5.64%

, 4.03%

, 2.68% , 2.13%
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̔ Һ IP ל  

ῚҲЇ ֪ɻ ɻҏ └ ᴯ TsunamiὍ ┼ Ӏ IP

Їⅎ⌡ҿ 432үɻ298үɻ269үɼ Ӏ IP ᵣ ⅎ ‟ Ґɼ 

 
̔ Һ IP ᵝ №  

Ї ᴯ ┼ Ὅ Ӏ IP ҲЇ Ὺ Ὺ IDCⅎ⌡

39.21%ɻ36.21%ɼῚҲIDC IP Ғ ɼ 
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̔ Һ IP №  

ɻŅ8220ņ ᴯ Ӄᶡⅎ  

4. 1ɻTsunamiὍ ⅎ  

ᾨ ῝ ᴌ Ї ҐḪװ Е 

nick = XJZGGP 

ident = ECGLO 

user = GDID 

chan = Ņ#.brņ 

key = Ņircbot456@ņ 

server = 0 

 

װ Ї ҅ҷ Ї Ὺ ҿӐ╦ Ὺ ɼ 

IDC, 36.20%

, 39.21%

, 0.05%

, 0.20%

, 24.34%
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Ὺ ҐЕ 

 

Ὺ Ї ₵ ┼ Їת └ ҐЕ 

 

Ӑ ᴰ Ғ Їת Ғ DDoS₵ЇᶡŅPANņש Syn 

flood₵ЇŅUDPņש udp flood₵Ї Ґ Е 

 

4. 2ɻCoinMinerⅎ  

É Linux 

Ґҿҩүװ Ӄᶡⅎ ɼ 
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҅ЕLinuxҐ 7ff1601a0291bd214573956dcda33230.virus 

Ӏ ꜗ ῗ ɻ ɻ Ґ ɻ

Ԏ ɼ 

ᾨЇῗ selinuxЇ ᴌ ḷ ҿ 50000Ї Ґ Е 

 

Ӑ Їⅎ⌡ pool.supportxmr.com( )ɻbash.givemexyz.inЃ Ґ Є

pingɼ Ї∑ Ґ Ї Ґ ᴌ ҿdbusedɼ 

 

Ԏ Ї ⌐ Ї Ґ Е 
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ԑЕLinux dbused 

XMRig Ї ꜘԋ upxЇ ᶕ

ҷŅpwnrigņ ɼXMRig Ґ Е 

 

       Ḫ ɼ 

 

Ḫ ɼ 
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CPU Ὺ Їװ ɼ 

 

Ї └ ɼ 
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É Windows 

Ґⅎ⌡ⅎװ ҅ ԑ└֒ү ɼ 

҅ЕWindows mywindows.exe 

Ӏ ꜗ ҿ ₴Ґ URLɻ∕ Ḫ

ᴌɻ ꜠ ɼ 

√ Ӑ ᾨ ₴ Ґ URL, Ґ Е 

 

ӎ ⅎ⌡ ɻ ẅЇӐ ҩүẅ Ї

Ғ Ї ᴰ ₴ Ї Ґ Е 

 

ALmRPARcYNᴌ Їῴ ∕ ᴑꜙЇ ᴑꜙ

ҐЇ base64 cfg ᴌЇ ᴌῪ ҿ Ḫ Ї Ґ Е 
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Ӑ Ї ꜠ Ҳ∕ ҅үInternet (. url)Ї ԓ ꜠ Ї Ґ

Е 

 

ԑ ֒ЕWindows oracleservice.exe 

╦ └ ᴯ ҿ oracleservice.exe ₵ 4 ү Ї ҿ

Trojan.Win32. 8220.Coinminerɼ ש ⅎ Ї̔ ש

ҲЇῚҲ ש Ґ Е 


