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�Ò 9  2007 �H�Þ	��H ���Ñ�ûL� 
�	� �ê�É��5%4°�{�
�á�u�<�Ú�×�Ò  

6.2.2 �É��5%4°�{�
�á�u�<�S*ü0Ã	·�Ú�×�É��5%4°�{�
�á�u�<�S*ü0Ã	·�Ú�×�É��5%4°�{�
�á�u�<�S*ü0Ã	·�Ú�×�É��5%4°�{�
�á�u�<�S*ü0Ã	·�Ú�×  

�Ú�£�		î �Å�%�j�Ç�¾���+�ù�Ú�£�Q�����™
8�o
N	U�����Å�%�û�`�v���j�Ç �d 2007 
­�h

�V
­ �� CNCERT/CC�� Matrix 
@�	�‚
Ä�Ÿ�£�É�U�–���Ú�£�		î�/ ���n�� IRC �Ø�Ð�� �Ú�£�	

	î
N���Å�%�j�Ç���Ó�ã�Æ�ã�" 
Í  10
N�µ �d�c�/ ���j�Ç 6667�c 1863�ä 8080�	�¾�Ú�£�		î�«

�(�����Å�%�j�Ç �d  
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6.2.3 �É��5%4°?˜�õ�Ú�×�É��5%4°?˜�õ�Ú�×�É��5%4°?˜�õ�Ú�×�É��5%4°?˜�õ�Ú�×  

�Ú�£�		î���Ÿ
f�™
˜�h�Ô���Ì�ø�$ �c�e�æ�$�ä�e�œ�$ �d 1�„�»
•�Ÿ
f���Ú�£�		î�b�• �d
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­�h�V
­ �³�	�þ�Ú�£�		î�R�5�Ÿ
f �ô	h �"
Í  11
N�µ �d  
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7 >•1µ�
5%0­,¥#��Ú�d>•1µ�
5%0­,¥#��Ú�d>•1µ�
5%0­,¥#��Ú�d>•1µ�
5%0­,¥#��Ú�d  

�¶ 2003
­ CNCERT/CC�¬�—�³ �³�	 �A�³�Ö	Ä�	�¿�„�¾���Æ�ã �d
¹�¶�g�ó�‘�V�³�	�}
•

���R�5�Í�m ��
$���s�/�³�Ö	Ä���Õ�	�¿�„�¾���Æ�ã �)�û �U�–�³�	 ���}�Ÿ�£�„�¾���	�¿�
�ƒ�¨


¹�	�	�¿
N�}�˜�Ú���Ó�/�ï�Ø�Y���… ��	O�l�„�¾���	�¿�Ù
.�K�� �d  



 

7.1 �å�Ñ5%0­>•1µ�
�™�‰�å�Ñ5%0­>•1µ�
�™�‰�å�Ñ5%0­>•1µ�
�™�‰�å�Ñ5%0­>•1µ�
�™�‰ 

2007
­�h�V
­ ���/�³�Ö	Ä�„�¾���	�¿���ô	h �­�‘�

­ �‰�� 
\�¡ �h�–�Ô�½ �dCNCERT/CC

�³�	�þ�/�³�Ö	Ä�„�¾���	�¿�™�ô�Ò�þ 28367 �Q���‘�à
­ �æ
­�™�¦	t�- 16%�d���e
Ä�™�Æ�ã

�"
Í  12
N�µ �d  

�� �� �� ���� �� �� ���� �� �� ���� �� �� �� �H�Þ	��H���Ñ>•1µ�
5%NI�DG£�Ü�z4³Au�H�Þ	��H���Ñ>•1µ�
5%NI�DG£�Ü�z4³Au�H�Þ	��H���Ñ>•1µ�
5%NI�DG£�Ü�z4³Au�H�Þ	��H���Ñ>•1µ�
5%NI�DG£�Ü�z4³Au
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4069

140 60 89 19
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17 77 15247
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7.2 �å�Ñ�ûL�
�	����p5%0­>•1µ�
�™�‰�å�Ñ�ûL�
�	����p5%0­>•1µ�
�™�‰�å�Ñ�ûL�
�	����p5%0­>•1µ�
�™�‰�å�Ñ�ûL�
�	����p5%0­>•1µ�
�™�‰  
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­ 1 �e� 6 �e�Y�· ���/�³�Ö	Ä�ÿ�	�	�¿�„�¾���ô	h �n�‡�l�[�<�7 ���R�e	&�™ �Ò 1585
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­�³�	�Æ�ã�­�‘ �����ô 	h�}�/�³�Ö	Ä�„�¾�����	�¿ �™�ô�/
N�½�‘	H��
N�•�æ �d�h�V
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N�µ�d�¶�/�¶�»�¡�{ ��
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���Ñ�ûL�>•1µ�
,X5%0­�����p5%0­�DG£�â!¨�_�Ü�z4³Au���Ñ�ûL�>•1µ�
,X5%0­�����p5%0­�DG£�â!¨�_�Ü�z4³Au���Ñ�ûL�>•1µ�
,X5%0­�����p5%0­�DG£�â!¨�_�Ü�z4³Au���Ñ�ûL�>•1µ�
,X5%0­�����p5%0­�DG£�â!¨�_�Ü�z4³Au
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 ���T�‚���æ�å

�1���¶�—�…�þ�•�±�¾�� �d  

8 5%4°�Ó5%4°�Ó5%4°�Ó5%4°�Ó�f�_�Ê�™�‰�Ú�d�f�_�Ê�™�‰�Ú�d�f�_�Ê�™�‰�Ú�d�f�_�Ê�™�‰�Ú�d  

2007
­�h�V
­ CNCERT/CC�k���þ�		î�¿
��¹�Ñ�q�A 645�Ñ���n
˜ �N�_ �‰	8	t 222�Ñ�d

�„�¿
����	�¿�Ö�[�¾�³
ó���W
`�!�� �ì�¾ �o�r �ä���æ�d
� �d�¶ �� 	y�{	t �¿ CNCERT/CC�q�A

�		î�¿
��¹�Ñ�ô	h �b�• 5 
`���¦ ���o�r �d��
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�		î�¿
��¹�Ñ�q�A�à�		î�¿
��¹�Ñ�q�A�à�		î�¿
��¹�Ñ�q�A�à�		î�¿
��¹�Ñ�q�A�à  �ô	h�ô	h�ô	h�ô	h  

VeriSign(5b�Ñ5%4°�]�<�@	Ì ) 138 

eBay(5b�Ñ5%�Þ�x�ç0­&• ) 73 

RSA Cyota(5b�Ñ5%4°�]�<�@	Ì ) 71 

Castlecops(5b�Ñ5%4°�]�< ���X ) 55 

Mark Mornitor(5b�Ñ5%4°�]�<�@	Ì ) 44 

><3  	å CNCERT/CC �y
�5%4°�Ó�f�_�Ê�! 5 	á4³Au 
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��	t�¦�œ�s�•�É�Ý	ò�� �³�	 �‰	8
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@�	�‚
Ä �d
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Ä �Ý�f ���•�É�Ý	ò�‚�‡ �Ó�e ���¶�»�Ç�D
‚�•�A�³��

	S�	�h�V�N�´ �•�É�Ý	ò���Ž�Ì�ä	F���Æ�ã �d  
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­ 1 �e�þ 6 �e��
$�� �<�ˆ �Ý�f�‚�‡ 3041�±��
Í  14�S�{ 	t
$�����‚�‡�Ý�f�Ô�½ �d  
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2007
­ 1 �e 1 ��� 6 �e 30 ���Y�· ��
@�	�k�Ý�f 550421�Q�•�É�Ý	ò�‚�‡ ���*���•�¥�*

���•�É�Ý	ò�" �¶ �� 
N�µ �!  
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æ
`
æ
`
æ
`  �•�É�Ý	ò
`�K�•�É�Ý	ò
`�K�•�É�Ý	ò
`�K�•�É�Ý	ò
`�K  �™�Ý�f�±�ô�™�Ý�f�±�ô�™�Ý�f�±�ô�™�Ý�f�±�ô  

1 Backdoor.Win32.PoeBot.c�  62203 

2 Backdoor.Win32.VanBot.ax�  61622 

3 Net-Worm.Win32.Allaple.b�  42755 

4 Virus.Win32.Virut.b�  30964 

5 Backdoor.Win32.SdBot.aad�  17958 

6 Backdoor.Win32.SdBot.xd�  16156 

7 Backdoor.Win32.Rbot.gen�  15030 

8 Virus.Win32.Virut.a�  14236 

9 Net-Worm.Win32.Allaple.e�  14070 

10 Backdoor.Win32.IRCBot.ul�  13843 

><4  �Ú�×�ã<ð5%�)9‹  õ�D �!	�	á ,X�J�ã�·-Õ  
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•
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11 5%4°�]�<�h�ù4˜4›	¥�)�™�‰5%4°�]�<�h�ù4˜4›	¥�)�™�‰5%4°�]�<�h�ù4˜4›	¥�)�™�‰5%4°�]�<�h�ù4˜4›	¥�)�™�‰  

11.1 �Ñ�Y�h�ù4˜4›�Ñ�Y�h�ù4˜4›�Ñ�Y�h�ù4˜4›�Ñ�Y�h�ù4˜4› 	¥�)�™�‰	¥�)�™�‰	¥�)�™�‰	¥�)�™�‰ 
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